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This book presents the approach to critical infrastructure protection taken by the North American Electric
Reliability Corporation’s CIP Standards. These standards apply to the electric industry, and serve to protect
our bulk electric grid from compromise or disruption.
Karl Perman and Terry Schurter have teamed-up to use their experience consulting with, and designing
software solutions for, regulated entities in the electric utility industry. Each standard discussion includes an
overview of the security-related purpose of the standard followed by the controls needed to satisfy it. A
matrix outlining the artifacts commonly produced from a compliant program, and the types of technology
enablers frequently used to manage them, is included for each Standard, Requirement, and Sub-Requirement.
If you want to know more about NERC CIP, about critical infrastructure protection for any industry, or just
want to hone your existing CIP skills, this book is for you.

REVIEWS
A must read for anyone with critical infrastructure protection compliance responsibilities. Karl and Terry
breakdown the complex NERC CIP requirements into an understandable framework for all levels of utility
compliance expertise. If you need to a crash course in NERC CIP compliance, this is it.
Brian Proctor
Utility Cyber Security Expert

Too many of us have been affected by security breaches in our retail, healthcare and financial institutions.
But have you thought about power, water, or public transportation? It is vital that our critical infrastructures
are protected from both physical and cyber threats. This book provides an excellent path for using a set of
current standards (North American Electric Reliability Corporation (NERC) Standards) to inform the
security and protection of other critical infrastructures.
Kirsten E. Hoyt, Ed.D.
Academic Dean, College of Information Systems and Technology

This book provides an excellent introduction to critical infrastructure protection requirements in the electric
utility industry. Highly recommended to anyone new to the market or in need of a refresher.
Michael Trautman
VP & CTO, FoxGuard Solutions
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From reader reviews:

Ann Fortune:

This Protecting Critical Infrastructure: A Guide to Critical Infrastructure Protection Based on the North
American Electric Reliability Corporation Critical Infrastructure Protection Standards are reliable for you
who want to certainly be a successful person, why. The reason of this Protecting Critical Infrastructure: A
Guide to Critical Infrastructure Protection Based on the North American Electric Reliability Corporation
Critical Infrastructure Protection Standards can be one of many great books you must have is giving you
more than just simple reading through food but feed you actually with information that might be will shock
your previous knowledge. This book is handy, you can bring it all over the place and whenever your
conditions in the e-book and printed types. Beside that this Protecting Critical Infrastructure: A Guide to
Critical Infrastructure Protection Based on the North American Electric Reliability Corporation Critical
Infrastructure Protection Standards giving you an enormous of experience like rich vocabulary, giving you
demo of critical thinking that we all know it useful in your day activity. So , let's have it and luxuriate in
reading.

Joanna Bowen:

The reason? Because this Protecting Critical Infrastructure: A Guide to Critical Infrastructure Protection
Based on the North American Electric Reliability Corporation Critical Infrastructure Protection Standards is
an unordinary book that the inside of the e-book waiting for you to snap this but latter it will surprise you
with the secret it inside. Reading this book next to it was fantastic author who all write the book in such
wonderful way makes the content on the inside easier to understand, entertaining means but still convey the
meaning fully. So , it is good for you for not hesitating having this any longer or you going to regret it. This
phenomenal book will give you a lot of rewards than the other book have got such as help improving your
proficiency and your critical thinking technique. So , still want to hesitate having that book? If I ended up
you I will go to the e-book store hurriedly.

Bessie Scudder:

In this period of time globalization it is important to someone to find information. The information will make
you to definitely understand the condition of the world. The health of the world makes the information easier
to share. You can find a lot of referrals to get information example: internet, magazine, book, and soon. You
can view that now, a lot of publisher this print many kinds of book. Typically the book that recommended to
you personally is Protecting Critical Infrastructure: A Guide to Critical Infrastructure Protection Based on
the North American Electric Reliability Corporation Critical Infrastructure Protection Standards this guide
consist a lot of the information in the condition of this world now. This kind of book was represented so why
is the world has grown up. The vocabulary styles that writer make usage of to explain it is easy to
understand. Often the writer made some analysis when he makes this book. Honestly, that is why this book
appropriate all of you.



Santiago Bronson:

What is your hobby? Have you heard in which question when you got learners? We believe that that concern
was given by teacher to the students. Many kinds of hobby, Every person has different hobby. Therefore you
know that little person including reading or as studying become their hobby. You must know that reading is
very important in addition to book as to be the matter. Book is important thing to add you knowledge, except
your personal teacher or lecturer. You see good news or update in relation to something by book. Many
kinds of books that can you go onto be your object. One of them is niagra Protecting Critical Infrastructure:
A Guide to Critical Infrastructure Protection Based on the North American Electric Reliability Corporation
Critical Infrastructure Protection Standards.
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